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DISCLAIMER

THE VIEWS, THOUGHTS AND OPINIONS EXPRESSED IN THIS PRESENTATION AND ON THE
FOLLOWING SLIDES ARE SOLELY THOSE OF THE PRESENTER, AND NOT NECESSARILY BELONGS TO
THE PRESENTER'S EMPLOYER, ORGANISATION, COMMITTEE, OR ANY OTHER INDIVIDUAL.
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CYBER ATTACKS

Malware Zero Day Attack
Phishing Cross Site Scripting

Man-in-the-Middle attack Credential Reuse

Denial of Services (DOS) Password Attack

SQL injections Drive-by Download Attack
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MALWARE?
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MALWARE TYPES

* VIRUS

 ADWARE

 ROOTKIT

e SPYWARE

 RANSOMWARE

* TROJAN HORSE

* REMOTE ACCESS TROJAN (RAT)
 KEY LOGGER

* FILELESS
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TOP THREE ENDPOINT THREATS

Bankin39°/trojans INDICATORS OF COMPROMISE (I0C) BREAKDOWN

Fileless malware
30%

1. FiLELESS MALWARE (30%)

RATs
4%

Ransomware 2. DUAL-USE TOOLS (24%)
8%

3. CREDENTIAL DUMPING TOOLS (21%)

Dual-use
PowerShell tools
24%

Credential dumping tools
21%
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LIVING OFF THE LAND (Lol

CAN STAY UNDETECTED FOR MONTHS

USES LEGITIMATE SYSTEM SHELLS TO DOWNLOAD
MALICIOUS PAYLOADS OR STAGE 2 DROPPERS

MALWARE

CAN CAUSE DATA EXFILTRATION ACTIVITY { Nest/' s

MOST COMMON TYPE OF LIVING OFF THE LAND
ATTACK: FILELESS MALWARE.




WHAT IS FILELESS MALWARE®?

> NO FILES/EXECUTABLE INVOLVED

» 10 TIMES MORE LIKELY TO SUCCEED THAN FILE-
BASED ATTACKS

» MALICIOUS SOFTWARE THAT USES LEGITIMATE
PROGRAMS TO INFECT A COMPUTER.

» ABUSE TOOLS BUILT-IN TO THE OPERATING
SYSTEM TO CARRY OUT ATTACKS

» WINDOWS IS TURNED AGAINST ITSELF

» LEVERAGES LOTL (LIVING OFF THE LAND)
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FILELESS ATTACKS CATEGORIES

 TYPE |I: NO FILE ACTIVITY PERFORMED

* EXPLOITS FIRMWARE VULNERABILITIES

 TYPE Il: INDIRECT FILE ACTIVITY

e DOESN'T DIRECTLY WRITE FILES ON THE FILE
SYSTEM, BUT THEY CAN END UP USING FILES
INDIRECTLY.

 TYPE Ill: FILES REQUIRED TO OPERATE

* HAVE A SORT OF FILELESS PERSISTENCE, BUT USES
FILES TO OPERATE.




FILELESS ATTACKS: TYPES

* REGISTRY RESIDENT MALWARE

o INSTALLS ITSELF IN THE WINDOWS REGISTRY

o ESTABLISHES PERSISTENCE WHILE EVADING DETECTION
*  MEMORY-ONLY MALWARE

* RESIDES ONLY IN MEMORY

e  BACKDOOR

o ABLE TO PERFORM RECONNAISSANCE, LATERAL MOVEMENT, AND DATA EXFILTRATION
*  FILELESS RANSOMWARE

e USES EXPLOIT TO EMBED CODE INTO DOCUMENTS OR STRAIGHT INTO MEMORY

o USES LEGITIMATE ADMINISTRATIVE TOOLS TO ENCRYPT HOSTAGE FILES.



LOLBINS LEVERAGED BY FILELESS MALWARE

LOTL TECHNIQUES WHICH USE WINDOWS BINARIES TO HIDE
MALICIOUS ACTIVITY.

POWERSHELL

« WINDOWS MANAGEMENT INSTRUMENTATION (WMI)
NET FRAMEWORK

« MACROS
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EXAMPLE 1: HOW FILELESS ATTACK WORKS®?

a Executables

Scripts (Inke Mimikatz)
*t

& —d— % —[®

User clicks on link Website loads flash Shelicode launches Download and Auto-start registry
in spam emall and triggers exploit Powershell (PS)with In-memory execution created to invoke
cmd line to download  and reflectively load PS with cmd line
and execute payload code. Payload can
N Memaory only perform exfiltration,
damage, etc
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EXAMPLE 2: HOW FILELESS ATTACK WORKS®?

Shellcode launches

PowerShell to download a The attackers sent @
compromised Word document
to their victims through email and
enficed users to enable macros
In the document. Once enabled,
a macro launched a Windows
PowerShell script to reach out to

specific Infernet domains via
WMI.

Document embedded with

malicious code is sent Malicious macro runs malicious script

Malicious script downloads and Scheduled task is created to ensure that
executes malware using built-in malicious script runs at regular time

system tools intervals and executes other payloads r % o
!'221: O-ﬂ!l' ( THIUANDM




DETECTION: WHY TRADITIONAL AV FAILS

JTTV1L

¥ 1011011

, é 811011

ATTACKERS DEPEND ON TOOLS THAT ARE PART OF THE DAILY {@ 81 110¢
WORKFLOW OF ENTERPRISE PROFESSIONALS 2 81*1‘3
L LK
NO FILES. SIGNATURE BASED DETECTION DIFFICULT b

LOLBINS ARE A SOPHISTICATED THREAT AND DETECTING THEM
REQUIRES ADVANCED TOOLS.

WINDOWS REGISTRY KEYS, OFTEN OVERLOOKED BY TRADITIONAL AV.
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HOW TO COMBAT?¢

* ENSURE STRONG COMPANYWIDE SECURITY HYGIENE

» PATCHING

e RAISE SECURITY AWARENESS

e  UNDERSTAND WHAT IS NORMAL TO IDENTIFY ABNORMALITIES
* |IMPLEMENT PRINCIPLE OF LEAST PRIVILEGE

* APPLY BEHAVIOURAL AND STATISTICAL ANALYSIS TO IDENTIFY MALICIOUS BEHAVIOUR RATHER THAN THE MALICIOUS
CODE ITSELF.



WE WOULD LOVE TO HEAR FROM YOU...
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_O - CONNECTED

» H1IPS://DC0471.0RG/DISCORD

* HTTPS://WWW.FACEBOOK.COM/DC0471/

* |F YOU HAVE FURTHER QUESTIONS , PLEASE CONNECT WITH ME ON DISCORD Q&A
CHANNEL @ NIMNA# 6201
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https://dc0471.org/discord
https://www.facebook.com/dc0471/




